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APPENDIX A: LINE-IN LINE-OUT SPECIFICATION 



COMBINATION WIRELESS ALARM SYSTEM AND TELEPHONE CONNECTED TO AN 
INFORMATION MANAGEMENT NETWORK FOR AUTOMATED DELIVERY OF 
ALARM NOTIFICATIONS AND OTHER INFORMATION 

PRIORITY 



Tho disclosures of U.S. provisional applications), S.N. 60/ 166,585, filed 19 NOV. 1999, and 
U.S. S.N. 60/232,340, filed 1 1 SEP. 2000, arc horoby incorporated by roforonco. 

This application claims priority from United States Provisional Applications 60/166,585, filed 
November 19, 1999. and 60/232.340, filed September 14, 2000, and incorporates both by 
reference herein as though set forth in full. 

FIELD OF THE INVENTION 

Tho present invention relates generally to a combination, oyotom of a corded or cordless 

telephone; a monitoring alarm system for homes, apartments and business promises; a compact 
transportable wireless personal communicator for one touch communication; a concoalablo 
dialing unit connecting to tho public switched telephone network (PSTN) or in some versions, a 
wireless commercial network; and any of a plurality of peripheral wireless devices, such as 
security sensors, environmental sensors, medical monitoring sensors and homo automation 
control modules; all interfaced with an interactive information management network ([2IMNL!) 
routing syst e m for al e rt, medical and oth e r information to one or more r e mot e pointo of contact. 
Capabilities of th e syst e m includ e e xternally directed control of alarm system operation and 
hom e automation devic e s via tho information manag e ment n e twork or r e mot e t e l e phon e . 
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This invention relates generally to security and monitoring systems for both 

residential as well as business and industrial use. It relates more particularly to security and 
monitoring systems that operate over wired or wireless networks. E^ven more particularly, it 
relates to security and information systems that use condition sensors connected by a network 
that facilitates remote monitoring, notification, and interaction. 

BACKGROUND OF THE INVENTION 

Duo to thoir complexity and the hardwired nature of sensors and/or tho alarm control 

panel central to the operation of current systems, common home security monitoring cystoma 
require costly professional installation. The hardwired characteristics of the control panel 
prevent self installati on and/or relocation of tho system should tho owner change residences. 
Monitoring services are available through a limited number of specialized manned moni toring 
centers. Due to high equipment and personnel costs in those centers, monitoring foes arc 
generally priced out of the economic roach of most consumers. Consequently, only 15% of tho 
households in tho United States havo monitored security systems. Even fewer households havo 
moans to remotely monitor, o,g. from work, the modical condition of an ailing rotati ve, 

Existing premises security monitoring systems are usually connected to central 

monitoring stations via the public switched telephone network (PSTN) or a by a commercial 
wireless network. In the event of a system alert, current monitoring center procedures provide 
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the customer with an alarm verification call, notification to the local police or fire authorities, 
and notification to a number of designated contact numbers. Although only 20% of the 
households in this country have monitored security systems, false-alarm police dispatches 
account for 98% of police dispatches nationwide. Such false alarm events typically cost 
municipalities nationwide over $1.5 billion per year. As a result of the hi gh incidence of false 
alarms plaguing the industry, it is not uncommon for the police to take as long as an hour to 
reach the premises where an alarm has been activated. 

In tho event of a system alert, current monitoring center procoduroo provide tho customer 

with an alarm verification calk notification to local police or fire authoritioo and notification to a 
number of designated contact numbers. Current systems allow 7 customers limited opportunities 
to alter contact numbers or to bo contacted via tho growing variety of communication devices 
available to the public (e.g., fax, o mail, pager, and/or Personal Digital Assistant PDA). 

It would bo a desirable improvement if there could be an automated secure monitoring 

network, which could efficiently and inexpensively notify designated points of contact via tho 
wido variety of communications media. It would bo a further improvement if users had direct, 
secure access to the monitoring network database via phono or tho global, computer network in 
order to review and change alarm system configuration, points of contact and emergency 
information any timo they desired. It would bo a further improvement if the use of the alarm 
system could bo electronically logged in the base unit and in tho Information Management 
Network so that it could bo reviewed later. 
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Further, when an alarm system is violated, the siren only sounds for a period of up 

to five minutes. Should the homeowner return to the premises before the police arrive and after 
the alarm ceases, the safety of that i ndi vidual is seriously compromised . 

The prior art alarm systems generally co.mpri.oo a control panel and several, wired or 

wireless remote sensors. The control panel houooo the control, circuitry and interface circuits, 
such as telephone jacks and cellular or radio transceivers. 

I n the residential security system industry today, upon the receipt of an alarm 

transmission from a security or premises monitoring system, the dispatcher of the central station 
monitoring facility calls the premises to verify whether the emergency event is valid. If there is 
no answer or if it is otherwise deemed necessary- the dispatcher notifies the appropriate authority 
for emergency dispatch. At the time of emergency notification, the dispatcher at the central 
station monitoring facility is limited to the information transmitted from the base unit in the 
premises. The dispatcher does not have access to real-time information about the situation that 
could influence his decision as to whether to notify the emergency authority. 

Prior art cordless telephones generally comprise a base unit and a cordless handset. The 

base unit is connected to the public switched telephone network via telephone jacks. The base 
unit and handset communicate by radio frequency, typically at 900 MHz (mogallortz) or 2/1 Ghz 
(gigaHcrtz). Prior art corded telephones generally comprise a base unit and a corded handset. 
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Furthermore, the calls made to the customer contacts after the authorities are 

dispatched are most typically not given priority by the central station monitoring facilities and 
are only made to the customer contacts when emergency calls and dispatches for other customers 
are not being made. Therefore, it is not uncommon for the contacts listed in the customer file to 
be notified about the alarm so long after the incident that notification is useless. 

It would bo a desirable improvement if thoro could bo a combined unit of (1) the? cordod 

or cordless telephone base unit and (2) the control panel of a monitoring alarm system. Thoro io 
significant redundancy between the circuitry of a corded or cordlooo telephone base unit and an. 
alarm system control panel. The present invention combines the circuitry of both devices, 
resulting in an economic utility without compromising the integrity of either system. The 
combined capabilities of the telephone and alarm circuits provide a single device which can 
monitor a wide variety of security and environmental sensors, perform standard telephone 
functions and, when required, can automatically pass sensor alert messages via wired or wireless 
network communication channels to a fully automated monitoring and Information Management 
Network. 

When the central station monitoring facility calls the premises to verify the alarm 

event, if the event notification is not cancelled, the dispatcher immediately notifies the 
emergency authorities for dispatch to the premises in question. If the homeowner is not at home 
at the time of the alarm event, the homeowner's knowledge of the premises, hardware and 
authorized users is not available to influence or control the action taken by the central station 
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monitoring facility at the time of alarm signal transmission. And, it is only after the emergency 
authorities have been dispatched that the dispatcher of the central station monitoring facility 
attempts to notify the other contacts listed in the customer's file. 

It would bo a further improvement if this Information. Management Network, having 

automatically received an alert call from the promises whore the phono is located, would 
automatically access a data base, find the particular owner []o profile, and then aloo automatically 
s e nd al e rt m e ssages to phon e s, fax e s, e mail devic e s, pag e rs, hand hold comput e rs and/or a 
mann e d monitoring c e nter as pr e viously specified by th e owner. Wo ar e awar e of no telephone 
basod security syst e m that is combin e d with an Information Manag e ment N e twork that allows 
for th e coll e ction and routing of s e curity, medical and other information to d e vic e s of an 
own e r Ds choosing. Th e uniqu e interface b e tw ee n th e t e l e phon e and alarm circuitry also allows 
the flow of command signals back to the alarm circuitry for remot e control of alarm system 
op e ration and hom e automation control and wir e l e ss reporting d e vic e s. It would b e a further 
d e sirabl e improvement if this system could be conn e ct e d to a s e parate Calling Unit using radio 
fr e qu e nci e s, so that any att e mpt to remov e power or functionality from the system would r e sult 
in an automatic alert call. 

Current systems also allow customers limited or no opportunities to alter contact 

numbers in their profiles or to be contacted via the growing variety of communication devices 
available to the public (e.g.. fax, e-mail, pager. Personal Digital Assistant (PDA), text messaging 
device). It is therefore generally uncommon for the contact numbers stored in the customer's 



contact list to be up-to-date due to the cumbersome process required to update a contact list. 

The combination of telephone and alarm circuitry supports two way communication 

capabilities) between a Personal Communicator Device (PCD) and the telephone. The PCD 
offers the uoor a small, portable, wirolcoo poroonal assistance communication device capable of 
one button alerting of designated contact numbers and/or local polico/firo authorities in the event 
of an emergency. The device also offers tw T o way voice communication, with the contact party 
via the telephone base unit whilo also notifying the information management network that an 
alert call has been placed. The information management network allows notification, of an 
emergency condition to be forwarded to. designated points of contact of the owner Ss choosing 
( e .g., fri e nds, neighbors or relatives). W e ar e aware of no curr e ntly availabl e p e rsonal assistance 
d e vic e which enabl e s a person to dir e ct dial an em e rg e ncy response numb e r ( e .g. 91 1 in North 
Am e rica) for h e lp and also to automatically notify a friend or r e lativ e of th e call. 

These factors seriously compromise the safety of the owner of the premises, who, 

if not on premises at the time of the alarm event, may not receive information about the alarm 
notification prior to entering the premises while an intruder is still present. The above factors 
also contribute to the high incidence of false alarm dispatches in this country. If the owner of the 
premises is not on the premises at the time of the alarm event, the owner is not able to direct the 
central station monitoring facility whether to cancel or continue with authority dispatch. 



It would b e a d e sirable improv e m e nt if children, baby sitt e rs, thos e who ar e m e dically 




challenged, tho oldorly and othoro could havo tho capability of diroct dialing to a dooigncttod 
contact point from a small device with two way communication. Moreover, it would be a 
deoirablc improvement if the routing of those calls could be easily modified on the telephone 
baoo unit or through the Information Managomont Network. It would also be desirable for the 
user to designate tho routing of his emergency or security calls either sequentially or 
simultaneously. It would, be a desirable improvement if there wore a telephone base unit 
connected to an Information Managomont Network that is capable of receiving transmissions of 
real time medical information that is then automatically supplemented with patient information 
and routed automatically to one or more points of contact such as hospitals, doctors^' offices : 
and/or r e lativ e s, simultaneously or s e qu e ntially. 



The current call flow process from a security or premises monitoring system 

direct to a Central Monitoring Station, which calls the premises for verification and then notifies 
the authority for emergency dispatch, is an inefficient premises monitoring solution. This call 
flow configuration also has adverse cost and safety implications for the system owner, central 
station monitoring facilities, authorities, and cities alike. 

A signal transmitt e d by the personal communicator d e vic e (PCD) may includ e an 

e m e rg e ncy cod e . For exampl e , in the ev e nt of an e m e rg e ncy, such as a h e art attack, a customer 
may press a Dpanic buttonD found on th e PCD. Pressing th e panic button may caus e th e bas e 
unit to transmit an em e rg e ncy call to the n e twork wh e r e information (text or voic e ) is rout e d to 
th e pro designated contact points e ither by public switch e d t e l e phone n e twork (PSTN), wir e l e ss 
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communication network, or tho global computer network. If the cuotomor hao subscribed to 
manned monitoring station notification, the station operator will, bo able to spoalc directly to the 
customer via the PCD. which contains a speaker and microphone, in order to determine cuotomor 
assistance requirements. In some embodiments, where separate panic buttons arc available for 
identifying medical, police, fire or other typos of emergencies, the nature of the emergency is 
automatically communicated to the designated responded In. other embodiments, the PCD 
notification to the Information Management Network initiates forwarding of additional 
information such as medical data, tho customer So exact location in the home, or an access code 
allowing e ntranc e into th e r e sid e nce as a supplem e nt to th e transmitt e d message. 

It is therefore an object of the invention to provide an improved system for 

monitoring premises security and other conditions. It is a primary object of this invention to 
provide a system that transmits interactive notifications about premises event and alert 
information in the order and manner determined by the customer within the customer profile to 
any wired or wireless communication device. It is yet a further object of this invention to receive 
transmissions of alarm notifications regarding changes in the status of any one of a number of 
sensors or parameters in a security or premises monitoring system at a remote Information 
Management Network via the Public Switched Telephone Network, Wireless Commercial 
Network, cable network or other commercial network. 

— Manag e d h e althcar e protocols hav e r e sulted in incr e asingly e arli e r r e l e as e from 

hospitalization, or in many cas e s, no hospitalization at all. In hom e h e alth monitoring 
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equipment ouch as cardiac, blood oxygon level, fotal and blood pressure monitors, havo bocomo 
an integral part of acceptable medical care. The development of affordable homo monitoring 
systems capable of communicating real time medical status information to a physician, hoopital 
or other concerned party is of significant benefit to the public. Wo are aware of no commercially 
available wireline or wireless device that monitors medical sensor status and when necessary, 
automatically notifies an Information Management Network, which then forwards specific real 
time medical information to designated medical contact points, as well as notifying friends or 
family of an abnormal condition. Further, wo are aware of no commercially available device that 
accomplishes the transfer of this information from medical devices linked to the system by a 
Radio Frequency (R.F) interface in a highly portable form. It would also bo desirable for the • 
Information Management Network to bo programmed to make periodic automated calls into the 
homo to determine occupant activity and/or the status of the medical equipment in the home, 

It is another object of the present invention that the customer be able to remotely 

and securely access the Information Management Network via the Internet or telephone to 
modify and review the information in his Customer Profile and Event Log within the Information 
Management Network, using a secure web or telephone interface, to easily and securely maintain 
and update contact lists and notification preference points, schedule times for certain information 
notifications, update call flow sequences, access personal account information, review detailed 
alarm history, review resul ts of notifications made to each of the delineated devices, review 
billing information, schedule non-alarm event notifications and update and review other alarm 
signal and hardware related information. It is another object of the invention that the Information 
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Management Network initiate periodic interacti ve notifications to customers to encourage them 
to update their Customer Profile by entering the correct digital or voice recognized pass code. 

Homo automation devices arc becoming an. incroaoingly popular moans to improving 

quality of life. To our knowledge, homo automation systems do not offer a user the ability to 
control environmental or appliance devices from outside tho promises using the public switched 
telephone network (PSTN), wireless or global computer network connections to a telephone base 

i i n 1 1 
TTTTTT7 

It is vet a further object of the invention that the customer be able to determine the 

order in which contacts will receive the event transmission and have the opportunity to cancel 
said event transmission prior to said transmission being sent to the central station monitoring 
facility or pri vate guard service for authority dispatch. It is another object of the present 
invention that an authorized recipient of an event notification can cancel the transmission of the 
notification to the subsequent contacts in the notification sequence or a central station by entering 
the correct di gital or voice recognized pass code. It is vet another object of this invention that a 
central station monitoring facility use the Information Management Network to contact customer 
devices listed in the Customer Profile concurrently or following the dispatcher's verification call 
to the home, to allow an authorized individual, remote from the premises, to cancel the alarm 
notification prior to dispatch of the authorities. It is sti ll another object of the invention that the 
recipient of a notification call be able to be transferred or conferenced with the emergency 
authority through a digital or voice request. It is another object of the invention that the receipt of 
information by the recipient can be confirmed and a record kept in the event log database of the 
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Information Management Network for retrieval and review at a later date by an authorized 
individual . It is another object of the invention that the Information Management Network 
complement or replace the functions of a central station monitoring facility. 

It would bo a desirable improvement if thoro wore a combination alarm/telephone Base 

Unit, connected to an Information Management Network via PSTN or the wireless infrastructure, 
that would enable one to control homo automation, devices and a home security system, easily 
and inexpensively, using the telephone or global, computer network from a remote location. 



SUMMARY OF THE INVENTION 

The invention comprises a telephone base unit (Base Unit) that combines the circuitry 

and components of a corded or cordless telephone and the components of an alarm system 
control panel, capable of alarm and home automation functional.^. In another configuration, the 
invention also includes an independent cordless personal communication device. The telephone 
Base Unit includes data, radio and/or telecommunications interfaces for establishing voice, data, 
radio and other telecommunications links with, among other devices, remote alarm sensors, a 
Calling Unit, Telephone Isolation Switches, home automation control modules, a wireless 
personal communicator device (PCD), a cordless handset, a public switched telephone network, 
and in some instances, connectivity with the wireless/cellular infrastructure, Integrated Services 
Digital Network (ISDN), Digital Subscriber Line (DSL) or coaxial or fiber optic cable for 
interface to the global computer network. In other embodiments, the Base Unit combines the 
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preceding components with a separate, redundant calling unit for addod security, Tho tolophono 
system allows the uoor to dial into the alarm unit and turn it on or off. change its configurations 
and get system status reports. In other embodiments, tho telephone base unit will communicate 
with wireless, independent medical devices for in home medical monitoring. For example, one 
could chock on an elderly relative. 

The system of the current invention provides to users and central station 

monitoring facilities an efficient and affordable event notification solution in which the call flow 
configuration of the invention is designed to enhance the safety and convenience of the customer 
and reduce the incidence of police, fire, or other emergency dispatches generated by false alarms. 

The invention comprises a secure interactive and remotely accessible Information Management . 
Network (IMN) based routing system for alert medical, and other emergency event information. 

The system delivers sequential interactive event notifications based on signals received from 
sensors at the monitored premises and sends them in text, voice. DTMF or digital, text 
messaging, or other formats to a plurality of remote wired and wireless devices, incl uding cell 
phone, pager, email. SMS, landline phone, text messaging device, personal digital assistant, and 
fax as appropriate. The IMN further delivers such notifications to a pre-designated central 
station monitoring facility in security industry format. 

Using tho public switched telephone network (PSTN), the wireless infrastructure. 

Integrated Services Digital Network (ISDN). Digital Subscriber Line (DSL) cable modem or 
other interface to tho global, computer network, the base unit or independent calling unit (CU) 
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comniunicatoo with, an information management retrieval and transmission, network, hereinafter 
referred to as the □Information Management Networks (IMN), using a scries of Dual Tone 
Multipl e Fr e quency [DTMF] ton e s that int e rfac e with th e IMN to initiat e a s e ri e s of information 
d e liv e ry transactions. Th e IMN simplifi e s routing of alarm notifications by providing a single 
univ e rsal acc e ss point, giving us e rs quick acc e ss to pr e d e t e rmin e d conn e ctions. Th e IMN is the 
combination of a DTMF mod e m, an application int e rfac e (API), a seri e s of s e rv e rs containing 
customer information databas e s, a unified messaging platform, an e v e nt log, a w e b interfac e , and 
a Privat e Branch Exchang e /Int e ractive Voic e R e sponse (PBX/IVR) int e rfac e (S ee FIG. 8 ). This 
configuration translat e s th e DTMF ton e s received from the base unit into a m e ssag e capabl e of 
b e ing s e nt in voice or t e xt format to any number of custom e r d e signat e d d e vic e s including 
t e lephon e , fax, email addr e ss e s, pager, or P e rsonal Digital Assistant (PDA) such as a PALM 
PILOT □. Th e IMN can be secur e ly acc e ss e d via th e global comput e r n e twork or standard 
t e l e phon e transmission lin e s to program a us e rDs custom e r profil e , to includ e notification 
pr e f e rence points, tim e s for notification and other r e lat e d information. R e c e ipt of information by 
th e user can b e confirmed and a r e cord k e pt in th e e v e nt log database of th e IMN and in th e Base 

The hardware of the IMN is a combination of a plurality of modems, an alarm 

monitoring engine, at least one server containing customer information databases, a unified 
messaging platform, event logs, web and telephony interfaces, an interactive messaging server, a 
Private Branch Exchange/Interactive Voice Response (PBX/IVR) interface, and a telephone 
conferencing switching mechanism. This configuration translates the data received from a 
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premises hardware unit into a notification capable of being sent in voice or text format to any 
number of customer designated devices including telephone, fax, email addresses, pager. 
Personal Digital Assistant (PDA), or text messaging device. The systems are redundant. 

The base unit hag tho ability to make a call to a dial in no do of tho IMN, upon command 

from tho Alarm Processor, nominally a microprocessor, microcontroller or application specific 
.intogratod circuit (ASIC), Tho alarm processor receives tho input commando, whether initiated 
from tho communicator, dotoctod on oito by a smoke or burglar alarm or security or 
onvironmontal sensor or automatically dotoctod by a sensor or medical, monitoring device, and 
then determines what action to command, makes tho telephone connection and awaits 
confirmation of rocoipt. If tho confirmation is not received back, tho alarm processor koops 
trying to connect and send tho message or call . 

The IMN routing system is domiciled at a secure independent hosting facility or at 

a secure central station monitoring facility. The system is able to receive event and alert 
information from any security or premises monitoring devices and sequentially transmit 
interactive notifications about the event and alert to wired and wireless communications devices 
specified in the Customer's Profile within the IMN. Transmissions can be made in voice, text. 
Pi MP, digital, text messaging or other formats to such devices as cell phone, pager, email, fax, 
text message device and SMS, as well as in Contact ID, SI A. or other security industry formats 
to an independent central station monitoring facility for them in turn to dispatch the authorities. 
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. Tho user's idontification number, phono number and oonsor information (FIG. 12) aro 

part of tho message tranomittod to tho IMN . The I MM" then retrieves uoor information and alert 
notification addresses (including but not limited to phono numbers, fax numbers email addresses, 
pager numbers, and Poroonal Digital Assistant device addresses) from the customer databaoo and 
forwards tho alarm notification or medical information to tho designated points of contact, 
simultaneously or sequentially. For an alarm notification, tho information convoyed includes the 
customer name, locatio n of tho baso unit, phono number of base unit date, time, typo of sensor 
and gone. The uoor Ho profile residing in tho IMN database can bo modified at any time over tho 
t e l e phon e or global computer n e twork. Confirmation that the alarm notification has b e en 
succ e ssfully transmitt e d to th e customer Ds d e signat e d d e vic e (s) is hous e d in an e v e nt log in th e 
IMN and in tho baso unit as woll. In a pref e rr e d e mbodiment, th e IMN allows for a two way 
communication interface with tho baso unit. In this way, th e pr e s e nt inv e ntion allows for remote 
activation or resetting of the alarm and other dovicos in the hom e for s e curity and hom e 
automation purposes, through th e initiation of a phon e call or global computer network 
transmission to th e IMN. In addition, tho present inv e ntion includes tho maint e nanc e of an e vent 
log in th e baso unit, and another in tho IMN, p e rmitting r e tri e val of call data. Th e us e of th e IMN 
allows th e user to pr e program alarm and hom e automation functions to initiate specific proc e sses 
at spocifiod tim e s of th e day. Similarly, the us e r can call th e unit dir e ctly via t e l e phon e and 
initiate alarm and hom e automation transactions. 

The automated secure remote IMN has a novel interactive alarm notification call 

flow sequence that uses information stored in the Customer Profile within the database of the 
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IMN to notify designated points of contact by making sequential interactive notifications to one 
or more persons or locations previously designated in the Customer Profile over one or more 
wired and wireless devices in text, voice, DTMS, text messaging or digital formats to notify 
them of an emergency event or a change in the status of any premises sensors. Delivery to any 
of the above destinations occurs in the order and manner specified in the authorized user's 
Customer Profile within the IMN. 

Tho base unit includes a status display, which indicates the operating and battery 

status of all portable wireless devices, security sensors and devices transmitting to tho telephone. 
The Liquid Crystal Display (LCD) will; provide visual alarm status while an. audio alarm will 
alert the individual of a security or sensor infraction. In embodiments of the system which do not 
include tho PCD. an alarm event triggers the microprocessor to generate an audible alarm and 
visual notification in text format on the LCD of the Base Unit, while calling the IMN. If an alert 
occurs while the telephone line is being used for a fax, conventional conversation, or any other 
purpose, the system automatically terminates tho call., freeing tho line, and initiates the dial out 
process to send the alert signal to tho IMN. Tho Base Unit has control circuitry that is configured 
such that if, during a telephone call, the Base Unit receives an alarm signal, the Base Unit will 
either (1) if it is a one lino phone, disconnect tho lino and contact the IMN, or (2) if it is a 2 line 
phono, call the IMN on the second line. Since a house may havo a plurality of conventional 
phonos connected to a single outgoing lino, and it is necessary to bo able to pro ompt all these 
extension phones, a small modulo with a wireless control signal receiver is preferably interposed 
between each extension phono and its respective wall jack. In this configuration, tho base system 
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wirolossly oondo a cutoff signal to tho module switch at oach tolophono jack, allowing tho 
tolophone lino to bo seized and cleared for alarm information transmission purposes. Those 
modules aro horoin roforrod to ao tho □Telephone Isolation!!! (TI) switches. 

For an alarm notification, the information conveyed can include the customer 

name, address, location of the security or premises hardware, phone number of the security or 
premises hardware, date, time, type and name of sensor, zone, local emergency authority phone 
number, and other relevant personal or premises-related information. The IMN also allows for a 
two-way communication interface with the security or premises hardware. 

In a t e l e phon e based s e curity system, ther e is always tho possibility that an intrud e r will . 

disabl e th e alerting syst e m by cutting th e t e l e phon e lino to tho jack. To e nhanc e s e curity, in 
som e e mbodim e nts, the system of th e pres e nt invention may include a separate Calling Unit with 
its ovm dial out capability, which communicat e s at r e gular intervals with th e Bas e Unit. If, for 
e xample, th e Calling Unit do e s not receiv e the expect e d m e ssag e that it is still activ e from tho 
primary Bas e Unit, du e to unplugging of th e Bas e Unit, tho Calling Unit transmits a m e ssag e to 
th e IMN that th e primary Bas e Unit is inop e rativ e . The IMN can th e n und e rtak e appropriat e 
inv e stigation and/or notification st e ps, according to its programming. This Calling Unit can also 
act as tho int e rface to th e T e l e phon e N e twork for all alarm m e ssages, eliminating th e possibility 
of def e ating tho alarm by cutting th e phon e lin e at th e Base Unit or d e stroying th e Bas e Unit. In 
another embodim e nt, th e Calling Unit communicat e s with the IMN via wir e l e ss n e twork 
channels to protect against alarm int e rruption duo to th e s e vering of tolophon e lin e s e xt e rnal to 
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tho promises. 

The IMN, having automatically received an alert notification from the premises 

where the monitoring devices are located, automatically accesses a data base, finds the particular 
owner's profile, and then also automatically sends interactive alert messages to phones, faxes, 
email devices, pagers, hand-held computers and/or a manned monitoring center as previously 
specified by the owner. The use of the alarm system is electronically logged in the IMN so that it 
can be reviewed later. 

It io an. object of the invention to make it cany for the average homeowner to install tho 

above combination cordod/cordloso telephone Base Unit/promisos monitoring system/personal 
communication system. The Base Unit when not being used for monitoring purposes, can also 
bo uood for conventional telephone functions via tho public switched local and long distance 
networks, and in 001110 configurations via tho wireless networks or DSL infrastructure. 

The system uses the information populated within the Customer Profile to 

instantly alert the customer and his contacts of the alarm event, for example, to warn them of an 
intruder on the premises or to alert them to another type of emergency event at the premises and 
enable them to make a decision as to whether the emergency authorities should be notified by the 
customer directly or through a central station monitoring facility or guard service, or the event 
notification should be cancelled. 
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In summary, wo arc not awaro of any other telephone baaod oocurity system that 

interfaces with an Information Management Network that enables an individual to modify 
contact instructions and notification numbers which are stored in the customer profile. Wo are 
also not awaro of any telephone based security system that is interfaced with an IMN to control a 
homo security system and remote automation devices that could modify the homo environment. 
Wo are also not aware of an)- other telephone based oyotom that is able to communicate with an 
information network using DTMF tones, which then cause the network to process and send 
specified information to a series of different communications media, storing these call data in an 
event log in the phono and network for later .retrieval. Wo are also not aware of a telephone 
basod medical monitoring communication system that transmits real time and current medical 
information to an Information Management Network, which then is capable of routing said 
information to multiple pro designated points of contact. Wo are awaro of no monitored homo 
security/alarm system that is highly transportable and can be easily moved to a different 
residence by a homeowner, renter or small business owner. 

The user can securely access the IMN via the Internet or telephone to program or 

re-program the user's customer profile, to include notification preference points, ordering of 
notifications, routing paths for different types of notifications, times for notification and other 
related information. This access is to a single universal access point. Receipt of information by 
the user can be confirmed and a record kept in the event log database of the IMN for retrieval at a 
later date by an authorized user. 
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The prcoont invention addresses thono shortcomings and combines all of the abovo 

compononto into a single comprehensive solution. Indopondont wireless units can be intorfacod 
with tho tolophono Base Unit that allow for varied procooooo in connection with tho same 
telephone. The uoor can soloct oomo or all of the available options, including condition sensors, 
security unito, personal communicator transceivers, home automation and medical monitoring 
units. As other monitoring devices are purchased, the placing of a phone call or tho input of 
information via tho IMN website permits quick and efficient adding of tho now peripheral 
devices to each owner So system, 

The IMN permits the user to modify the pre-existing premises alarm notification 

call flow sequence by allowing the user to direct and manage the alarm notification process. 
Event notifications from the IMN are interactive and made sequentially to the contacts 
designated in the Customer's Profile, allowing the recipient of the event notification to determine 
the next action to be taken by the IMN in the call flow sequence. Authorized recipients are able 
to terminate or redirect subsequent event notifications by entering the correct pass codes digitally 
or through voice recognition technology. 

Customers can select the number and ordering of contacts to be notified and 

queried prior to alarm event transmissions being sent to the central station monitoring facility for 
emergency authority dispatch. Customers can select to have a central station monitoring facility 
as part of the call flow sequence, or have notifications sent only to the contacts listed in their 
profile for those contacts to notify emergency authority for dispatch. Authorized users can 
access their Customer Profile via a pass code encrypted telephone or Internet interface, to change 
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alarm system configuration, update their points of contact establish the order in which contacts 
will be notified based on the type of alarm event and review emergency information any time 
they desired. Using the pass code accessible Internet and telephone interfaces, users can access 
information about their accounts, including billing information, contact points, pass code 
information and alarm history. The invention also provides for externally specified and 
changeable control of alarm system operation and home automation devices via the IMN or from 
a remote telephone. Externally directed control of alarm system operation and home automation 
devices takes place via the IMN. 

The ability to securely and easily update contact information at anytime and from 

anywhere allows the customer to be part of and closely manage the security notification call flow 
process and enhance his safety by directing alarm event notifications to contact him on specified 
devices early on in the event notification process. This feature, coupled with the user's ability to .. 
cancel an alann notification prior to its being sent to the central station monitoring facility, 
influences the call flow sequence of alarm event information and reduces the incidence of false 
alarm dispatches. Authorized contact recipients are identified with user-determined pass codes, 
verified by a digital pin number or Voice Recognition pin number, prior to that person 
instructi ng the IMN as to the next step or steps of action to be taken in the call sequence. Another 
important feature i s the logging of event notification information into the database of the IMN so 
that the customer can review it at a later date. 

In this system users have direct, secure access to the monitoring network database 

via phone or the global computer network in order to review and change alarm system 

confi guration, points of contact and emergency information any time they desire. Customers 
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have access to securely manipulate their personal information within their Customer Profile over 
the telephone or through a web interface, 24 hours a day. 

Customers can elect to have central station monitoring facility back-up capability 

to be employed after one or more contacts listed in the Customer's Profile have been contacted 
and queried, and have failed to receive or respond correctly to the interrogation from the IMN, 
Customers can also elect not to have a central station monitoring facility as part of the call flow 
sequence and have the notifications sent only to the contacts listed in their Customer Profile. In 
all notification calls, customers are provided the opportunity to be transferred directly to the 
emergency authority for them to initiate a dispatch to the premises. 

: In certain instances, customers can select to have a central station monitoring 

facility or guard service notified for police or emergency dispatch, after one or more of the J; 
contacts listed in the Customer Profile have received the information and have either failed to 
properly cancel the event notification or have proactively instructed the IMN to contact the 
central station monitoring facility or guard service for dispatch. At the same time, recipients of 
alarm and event notifications are provided the local police number, as well as the ability to be 
transferred or conferenced with the local police or emergency authority. 

Through the IMN, customers can also subscribe to receive notifications with 

content not related to the security or premises hardware. Such notifications include medication 
reminders, homeland security notifications and news events, transmitted at specific times, on 
specific dates, or under specific circumstances, and transmitted to a plurality of wired and 
wireless devices in text and voice formats as designated in the customer profile. 
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BRIEF FIGURE DESCRIPTION: 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG, 1 io a oyotom diagram of the present invention, including wireless portable devices. 

tolophono Base Unit, and Information Management Network; 

FIG. 2 io a diagram oho wing the flow of signals and messages when a sensor alert io 

triggered; 

FIG, 3 is a diagram of a reset, reconfiguration or inquiry' via the telephone network; 

FIGS, 1a & lb are diagrams of the relationship between the Base Unit and the Calling 

Unit; FIG. la shows a first embodiment in which the Base Unit and the Calling Unit arc in 
separate housings, while FIG. 1b shows a second embodiment in which the Base Unit and the 
Calling Unit are in a single common housing; 

FIG. 5 shows the communication between the Base Unit and the Personal Communicator 

Device (PCD); 

FIG. 6 is a diagram of the flow of the signals and messages when a Personal 

Communicator Device (PCD) is used to initiate a call for emergency assistance, for example to a 
"9 11 "number; 

FIG. 7 is a diagram showing how the Base Unit or calling Unit instructs a Telephone 

Isolation Switch to disconnect other telephone extensions and thereby make a telephone line 
available; 

FIG, 8 io a diagram of the Information Management Network and the interface between 

the Base Unit and the IMN; 
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FIGS. 9A 9B show a preferred format of a customer profile; 

FIG, 10 shows a preferred structure of the Base Unit; and 

FIGS, 11 12 show a preferred structure of a DTMF signal from the Base Unit or Calling 

Unit to the network, 

1. Figure 1 is a diagram of the communication flow established by the I nformation 
Management Network. 

2. Figure 2 is a diagram of the communication established by the Information Management 
Network including the central station monitoring facility or private guard service, the 
police, or other emergency authority. 

3. Figure 3 is a schematic diagram depicting the hardware components of the Information 
Management Network and the communications portals into and out of the Information 
Management Network. 

4. Figure 4 is a flow diagram illustrating the work flow process within the Information 
Management Network. 

DETAILED DESCRIPTION: 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

FIG . 1 shows a typical, but not all inclusive, embodiment of the system of the present 
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invention. The oyotom includes a base unit 9, sensors 25 29. a calling unit 30 located either 
within tho baoo unit 30a or as a separate unit 30b, telephone? isolation switches 33, a poroonal 
communicator device (PCD) 10, and an Information Management Network (IMN) 50. In this 
description, PCD 10 ? sensors 25 29, and switches 33 are among the devices mentioned 
gonorically as "wireless peripheral devices" of the base unit 9. Base unit 9 may contain a 
telephone answering machine. 

A Security or Premises Monitoring System has been previously described in the 

parent application, which has been incorporated by reference. The Security or Premises 
Monitoring System is connected by a communications circuit, which can be any of or a 
combination of elements selected from the public switched telephone network, a wireless 
network, digital subscriber line via modem, cable modem connected to a cable network, the 
internet, and any other communications network capable of transmitting dual tone multiple 
frequency tones or their equivalent. The Security or Premises Monitoring System connects on 
demand to the Information Monitoring Network (IMN) of this invention, described below. 

As shown in FIG. 10 9 the baoo unit 9 preferably includes a telephone processor 31, alarm 

processor 32. built in siren (not shown), and multi spectrum PJ radio 90 including an PJ 
amplifier. Tho telephone processor 3 1 is interfaced with the alarm processor 32 in such a way 
that it is possible to call into the base unit 9 from a remote location to turn it on. turn it off. 
reconfigure or reset it. or to obtain status and alarm event information. This base unit 9 contains 
control and interface electronics in tho form of a microcontroller such as (but not limited to) tho 
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model PIC16C77 available from tho Microchip company (Chandler, Arizona, USA), Base unit 9 
ma) r bo cither corded like a conventional telephone, or cordless. However, in oithor case, PJ 
radio 90 permits baoo unit 9 to exchange voice communicationo on a firot radio frequency (e.g. 
900 MHz) with a first wireless peripheral device ouch as PCD 10, while simultaneously 
exchanging data communications on a second frequency (e.g. 300 MHz) with either PCD 10 or 
with a second peripheral device such as a sensor or a telephone isolation switch 33. 

With respect to hardware, the IMN comprises at least a DTMF modem, an 

application interface, at least one server containing customer information databases, a unified 
messaging platform, an event log, a web interface, and a telephony interchange, such as a Private 
Branch Exchange/Interactive Voice Response (PBX/1VR) interface. (See FIG. 3). The at least 
one server comprises a server type computer the nature and configuration of which is well known 
to those skilled in the art. Those ski lled in the art will also recognize that the network of this 
invention can be implemented with a variety of computing and communications hardware 
differing from those explicitly disclosed in this application but well known to those skilled in the 
art. 

FIG, 8 shows the IMN 50, which simplifi es routing of alarm notifications by providing a 

single universal entry or access point giving users quick access to predetermined connections. 
This network translates Dual Tone Multiple Frequency (DTMF) tones (a preferred format of 
which is shown in FIG. 1 1) received from the baso unit 9 or calling unit 30 into a message that is 
sent in voice or text format to any number of user designated devices including telephone, fax. e 
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mail addrooooo, pager, etc, Tho IMN 50 ma)' bo accooood over a global, computer notwork 91 
(commonly lcnown ao □the Internets), or by a standard telephone 81, to program a uscrSs 
custom e r profile which includ e s notification pref e rence points, tim e s for notification and oth e r 
related information, for oach homo resident, as shown in FIGS. 9A 9B. 

The hardware and software configuration translates the DTMF tones received 

from the Security or Premises Monitoring System into a message capable of being sent in voice 
or text format. As the following will describe, the IMN enables sending the message to any 
number of customer designated devices including telephone, fax, email addresses, pager, or 
Personal Digital Assistant (TP A) such as a PALM PILOT. 

R e c e ipt of information by th e us e r may b e confirmed and a r e cord k e pt in databas e e v e nt 

logo (not shown) of th e IMN 50 and in th e Bas e Unit 9. Th e IMN 50 also allows for a s e cur e , 
passcod e bas e d, 2 way int e rfac e with th e base unit 9. 

Referring to Figure 1 , alarm or event information is sent from the Security or 

Premises Monitoring System 1 to the remote Information Management Network 2 via any type 
of communication channel. The system retrieves user information and alert notification 
addresses (including but not limited to phone numbers, fax numbers email addresses, pager 
numbers, and Personal Digital Assistant device addresses') from the customer database and, as 
described in more detail below, forwards the alarm notification or medical information to the 
designated points of contact, simultaneously or sequentially. For an alarm notification, the 
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information conveyed includes the customer name, location of the base uni t, phone number of 



base unit date, time, type of sensor and zone 



Suitable security protocols arc woll known in tho art and aro available from various commercial 
vendors ouch as VERISIGN, ENTRUST, and Baltimore Tochnologioo. This onabloo the uocr to 
control homo and security functions and system configurations) from remote locations using 
one[]s telephone or the global computer network. The following aro examples of such 
configurations: 



Sample Configuration 


Description 


Disarmed 


Smoke detectors and personal communicator are active 


Periphery Armed 


Door and Window Sensors are Armed 


Intrusion Armed 


Motion Sensors are armed 


Door Notification 


Door Chime is active when door is open 


Home Appliances Timed 


Home appliances such as lights are controlled by timer 






Home Appliances Sensor 
Activated 


Home appliances such as lights are activated by sensors, such as 
motion detector 



Interactive notifications are then sent from the Information Management Network 

to the contacts listed in the Customer Profile 17 (shown in Fig. 3) via at least one communication 
device, including cell phone, pager, email SMS, landline phone, fax or text messaging device. 
Contact recipients of the interactive alert notifications are provided the option to cancel the event 



-29- 



notification by providing a correct pass code using digital entry or voice recognition technology; 
send the alert notification to the next contact in the Customer Profile 17, or be transferred to or 
conferenced with the local emergency authority. There is no central station monitoring facility 
associated with the call flow sequence of Figure L 

The IMN 50 can alco transmit to the user a variety of informational services 52 ouch as 
maintenance prompts, multimedia alerting of news or financial events, messages, and other 
information requested by the user. 

^ Referring to Figure 3. information sent from the Security or Premises Monitoring 

System 1 to the Information Management Network 2 enters the Information Management 
Network 2 through the Telephony Server 11. Cable Modem. 12 or IP Server 14. Alarm 
information then flows through the Alarm Monitoring Engine 15 to the Database Server 16, 
Information regarding the specific account is stored in the Customer Profile 17 within the 
Database Server 16 that provides the work flow process for each alarm event. All alarm 
notification events are sent by the Interactive Messaging Server 18 to the customer contacts via 
landline phone, cell phone, text messaging device, pager, email, fax or SMS. The Interactive 
Messaging Server 18 can interrogate the contact recipient of the alarm notification for 
information and institute the appropriate work flow process based on the response of that contact. 
The results of all work flow processes are stored the Event Log 19 and can be reviewed by 
authorized individuals through the Telephony Interface into the Telephony Server 11 or the Web 
Interface through the Web Server 20. During a notification, customers are provided the option 



-30- 




to be connected to the police phone number listed in their Customer Profile 17 within the 
Database Server 16, This connection is made through the Telephone Conference Switching 
Mechanism 21, Alarm notifications associated with central station monitored accounts are 
transmitted from the Database Server 16 to the central station monitoring facility via the 
Interactive Messaging Server 18 following the call flow sequence designated in the Customer 
Profile 17. Access to the Customer Profile 17 and changes to said Customer Profile 17 are made 
through the Telephony Server 1L Customer Service Receiver 22 and Web Server 20 into the 
Information Management Network 2. 

TELEPHONE PROCESSOR 3 1 

As shown in FIGS, 1, 1a ; 4b, 5 and 10, tho telephone processor 31 includes an integrated 

circuit or circuits which control all standard telephone functions such as spoalcorphono, corded or 
900 MHz or 2 A GHz cordless telephone interface, answering machine, line signaling, remote call 
in, caller ID. etc. The processing and switching device implementation of on existing corded or 
cordless answering telephone machine may ho used, for example an MC68HC05 microcontroller 
(available from MOTOPlOLA, INC., Phoenix, Arizona USA), with tho remainder of the 
processing and electronics for alarm and calling unit functions residing on an interface board 
external to the telephone processor 31, all within the housing of the base unit 9, 

Referring to Figure 4, the call flow processes are detailed for an alarm event. 

When the incoming signal is received by the Information Management Network 2. the signal 
enters the Alarm Monitoring Engine 15 and is immediately logged into the Event Log 19 within 
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the Database Server 16. The alarm notification string is parsed to determine information about 
the account. Using the customer identification number, the Customer Profile 17 within the 
Database Server 16 is queried for the alarm type and customer account information for the work 
flow processes, 

ALARM PROCESSOR 32 

An alarm processor 32 (AP). as shown in FIGS. 1, la, lb, 5, and 10, locatod in the base 

unit 9 performs a variety of functions. A suitable commercially available chip is model — 
P1C16C77 from Microchip (Chandler. Arizona, USA). Among other functions, the AP manages 
and terminates alarm and alarm system operation events (an alarm, a. test, and inquiry); maintains 
and changes the base unit □ a operational status from active to standby; and logs significant event . 
d e tails, including low batt e ry warning. Th e AP int e rfac e s with th e t e l e phon e proc e ssor 3 1 using 
a standard bus, such as an I2C bus, to obtain time, k e ypad information, and/or to receive 
incoming data signals from th e t e l e phon e n e twork and to pass data or Dual Ton e Multi 
Fr e qu e ncy (DTMF) information, e.g. in th e format shown in FIG. 11. Th e AP r e sponds to digital 
signals by outputting audibl e sp ee ch signals for r e sponding to t e l e phon e or us e r inquiri e s. The 
AP also int e rfac e s with the sensors 25 29 to r e c e iv e alarm information and int e rfac e s with a 
r e mot e k e ypad (not shown). Th e AP manages system s e tup and configuration chang e s including 
those receiv e d through th e IMN 50 or the normal telephon e n e twork 93. Th e AP interfac e s with 
th e calling unit 30a or 30b and provid e s transmission to th e IMN 50 of m e ssag e data such as tost 
status, t e lephone number to bo called, unit id e ntification, alarm zon e and oth e r information, 
including s e nsor typ e . Th e AP int e rfac e s with several RF t e l e phon e isolation switch e s 33 and 
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accomplishes lino seizure and manages downline roprogramming (a system in which programs 
aro loaded into the memory of a computer system via phono or global computer network 91). 
The AP maintains a log of retrievable (synthesized voice or LCD) event and configuration 
information (not shown). The AP manages appliance and sensor control for automation control 
devices, a number of which arc commercially available, from various vendors. 

For a central station monitored account, there are different workflows associated 

wi th non-critical, critical., panic, and lire events. In the event of a non-critical alarm, which 
represents a low battery event AC Power loss or other non-critical event, the alarm event 
information is sent by the Notification Engine 23 -within the Interactive Messaging Server 18 to 
the customer's non-critical contact on the device specified in the Customer's Profile 17. The 
results of this notification are stored in the Event Log 19 within the Database Server 16, 
I n the event of a critical alarm, the information is sent to the customer's first contact using the 
Notification Engine 23 within the Interactive Messaging Server 1.8. The contact is given the 
option to cancel the alarm or send the signal to the central station monitoring facility 8 for 
dispatch. 

CALLING UNIT 30 

As shown in FIGS. 1a lb. the calling unit 30 of FIGS. 1 and 5 can be made in a first 

configuration 30a, within a single housing with the base unit 9 (FIG, 1b) or in a second 
configuration 30b. located remotely from the base unit 9, in a separate housing (FIG, 1a). The 
primary rationale for a remote calling unit 30b is the ability to place the calling unit in a hidden 
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location, to prevent intended or unintended disabling of tho system by an intruder. Thio io 
accomplished by the unique design feature that, whenever a sensor emits an alert, the alarm 
processor 32 immediately generates an alarm, message and oondo thio alarm moooago by wireless 
transmission to tho remote calling unit 30b, which stores it in memory. If tho remote calling unit 
30b does not receive an alarm cancellation message from the alarm processor 32 within a brief 
specified period of time, the alarm information is transmitted to tho IMN 50 via the telephone 
.network 93, Conversely, if tho alarm is cancelled, by entering the correct □disarm^ code on a 
k e ypad at th e bas e unit 9 within the specifi e d p e riod of time, the base unit 9 s e nds an alarm 
canc e llation message to tho remot e calling unit 30b and tho alarm is cancelled, prior to 
transmittal to tho IMN 50. 

If the contact request's that the central station monitoring facility 8 be notified for 

the dispatch of the authorities, the Notification Engine within the Interactive Messaging Server 
18 sends the alarm transmission to the central monitoring station 8 for authority dispatch and the 
results of the work flow process are stored in the Event Log 19. All other contacts listed in the 
Customer's Profile 17 are then notified that alarm event notification was sent to the central 
station monitoring facility 8. 

As shown in FIGS. 2 & 7, in the caoo of an actual alarm, the remot e calling unit 30b 

r e ceives th e alarm message from tho alarm processor 32, briefly waits for possibl e cancellation, 
th e n s e iz e s tho tolophono lino by uso of tho tolophono isolation switches 33 (FIG. 7, right). Tho 
r e mote calling unit 30b then dials and delivers tho messag e using DTMF coding to th e IMN 50 
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and stands by, to rocoivo a confirmation report from tho BIN 50 that tho alert has boon received. 
Tho remote calling unit 30b passes thio report to the alarm processor 32 for logging and 
activation of an ALARM RECEIVED light (not shown) on tho baso unit 9, and then releases the 
phone lino for further use. In the embodiment which includes an internal calling unit 30a rather 
than an external calling unit 30b, the process is tho same, with, tho exception that tho alarm 
message is not transmitted to tho calling unit 30a wirolosoly but by a hardwired interface, internal 
to tho baso unit 9. 

If the alarm notification information is sent to a device where the contact chooses 

to cancel the alarm event, the customer's notification cancel code is requested. If the correct 
alarm notification cancel code is entered, the alarm notification event and work flow process are 
cancelled and the information of the work flow process is stored in the Event Lor 19. 

As shown in FIG. 8, tho calling unit 30 may bo connected to a wirod telephone network, 

62 or a wireless telephone network 91 or to a wired or wireless data network. In a configuration 
such as this, the calling unit 30 can dial out wirolocoly in the event that the landlino becomes 
unavailable (e.g.. duo to adverse weather conditions disrupting tho public switched telephone 
network (PSTN), or duo to a burglar □s cutting telephone wires loading to an. individual house). 
In a wireless interface, th e calling unit 30 will pass information to th e wir e l e ss n e twork via any 
of numerous available protocols such as: CDPD (C e llular Digital Pack e t Data), Circuit Switched 
C e llular, Ov e rhead Control Chann e l Technology and/or Forward Control Chann e l T e chnology. 
Th e se data will bo pass e d to a mobile tel e phone switching unit 94 and rout e d through a receiving 
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modem 65 in tho Information Management Network 50 to a procoooor which contains an 
application, program interface? (API) 66, This procoooor uses tho data contained in tho output 
signals from tho modem to extract additional relevant data from a cuotomor database 67, Tho 
procoooor then sends commando, containing customer specific information, to an. event 
notification server 68 within tho IMN 50. Tho calling unit 30 may also bo programmed to 
initiate transmittal of tho alert message via both landlino and wireless networks simultaneously, 
depending upon how much expense is tolerable and what level of reliability must be achieved. 
In cither scenario, the alert message is routed to modem. 65 as described above. If the base unit 9 
is tampered with, the call will automatical^ bo initiated from the calling unit 30. The calling 
unit 30 is not used for Emergency Exchange calls (e.g. to "911" in North America) or voice 
transmission calls. 

If the incorrect alarm notification cancel code is entered, the customer is requested 

to re-enter the code. If an invalid alarm notification cancel code is entered second time, or no 
code is entered, the work flow process moves to the next contact listed in the Customer's Profile 
17 and the notification process is repeated. When the second contact is notified, if there is no 
answer, an invalid cancellation code is entered or the contact selects to have the central station 
monitoring facility 8 notified, the alarm event is sent to the central station monitoring facility 8 
for authority dispatch and the information is stored in the Event Log 19. In any case where a 
valid alarm notification cancel code is entered, the notification event and the workflow process 
are cancelled, and the information regarding the cancellation of the alarm event notification is 
stored in the Event Log 19. In any case where the central station monitoring facility 8 is notified 
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for dispatch, all remaining contacts are notified that the alarm event was sent to the central 
station monitoring facility 8 and the information is then stored in the Event Log 19. 
When an alarm notification is sent, if the notification is unable to be delivered by the Information 
IVIanagement Network 2, if the line is busy or there is no answer by the first contact listed in the 
Customer Profile 17. the workflow process moves to the next contact listed in the Customer 
Profile 17. 

TELEPHONE JACK ISOLATION SWITCHES 33 

FIG. 1 shows the arrangement of the telephone isolation owitchoo 33 within tho overall 

system. FIG. 7 oho wo the interface) between the base unit 9 and the telephone jack isolation 
switches 33. Thooo switches 33 are controlled by wireless signals, preferably RF oignala in the 
300 350 MHz band, from the base unit 9. in order to disconnect any off hook telephone or other 
terminal equipment at its RJ 1 1 jack. This is accomplished by a remote controlled double poJo 
double throw (DPDT) switch or similar mechanism. Each, isolation switch 33 comprises: an RJ 
1 1 telephone jack interface module with internal PJ receiver which will reside externally or 
internally to tho wall, jack surface, an input receptacle for acceptance of an RJ 11 plug, an output 
plug for interface with an existing PJ 1, 1 jack (e.g. in the wall), and a power source such as a 
battery or lino voltage converter. This device ensures that the calling unit 30 will be able to 
make a sensor or intentional alert notification when needed, oven though someone else might bo 
on the line or a burglar might have taken tho telephone off hook to try to prevent a call for help. 

If the first contact is answered by a voice mail or answering machine, the 
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Notification Engine- 23 within the Interactive Messaging Server 18 recognizes that it is not a live 
person, leaves a message and the work flow process moves to the next contact listed in the 
Customer's Profile 17, If the next contact is not answered, is answered by a voice mail or 
answering machine, or is answered and the correct alarm notification cancel code is not entered, 
the Notification Engine 23 within the Interactive Messaging Server 18 leaves a message where 
applicable and the alarm event notification is sent to the central station monitoring facility 8 and 
the remaining contacts listed in the Customer Profile 17 are notified that alarm event was sent to 
the central station monitoring facility 8. This information is then stored in the Event Log 19 
within the Database Server 16. 

WIRELESS SENSORS & PERIPHERAL DEVICES 

FIG, 1 shows schematically the sensors 25 29. capable of communicating via RF to the 

alarm processor 32 (FIG. 10) on any of a variety of radio frequency bands including, but not 
limited to, 300 MHz, 100 MHz. 900 MHz, 2/1 GHz or frequency bands designated for uso 
according to the Bluetooth standard now under development. In order to eliminate signal 
interference, the base unit 9 is preferably capable of using separate frequency bands for 
simultaneous voice transmission and data transmission. For example, voice channel 
transmissions may be broadcast in the 900 Ml Iz band, while sensor data transmissions may 
utilize the 300 MHz band simultaneously. Three leading security device makers are Digital 
Socurit)' Controls. Ltd. of Concord, Ontario. Canada ("DSC"), the ITI Technologies division of 
Intorlogix, Inc., North St. Paul, Minnesota ("FIT"), and the Linear Corporation subsidiary of 
Nortck, Inc., located in Carlsbad, California ("Linear"), The following wireless sensors/devices 
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aro commercially available and will operate within tho frequency capabilities of the alarm 
processor (32): 

Smoke oonoor (25), Linear Model DXS 72; 

Freeze detector (26), ITT Model 60 712 95R; 

Glaso break detector (27), DSC model AMS 100 or 

Glass break with, shock detector (27). Linear model DXT 91; 

Rate of rise heat sensor, ITI Model 60 160 319.5, 

CO (carbon monoxide) detector, ITI model 60 652 95; 

Motion — Passive Infrared (PIR), Linear model DXS 51; 

— Smoke with sounder, DSC model WLS 906: - - • - - 

Magnetic door/window sensor, Linear Model DXS 31 

Water detector, ITI model 60 711 95. 

It would also be possible to use the above described system to connect to optional medical 
sensors, such as those for 

blood pressure 28, blood sugar (glucose) level 29, pulse, etc. 

Such sensors are available from. Hewlett Packard, Medtronic and other vendors. The system 
could also connect to home automation control modules, including light, environmental, 
appliance and audio/visual control devices (not shown), various models of which are available 
from ITI and DSC (mentioned above) and other companies. 

In the event of a fire or panic alarm event, the information is sent directly to the 

central station monitoring facility 8 and all of the customer contacts listed in the Customer 
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Profile 17 are notified of the alarm event. The information is stored in the Event Log, 19. There 
are no cancellation privileges associated with these events. 

PERSONAL COMMUNICATOR DEVICE 10 

Ad shown in FIG. 5. a preferred embodiment of the present invention includoo a portable 

wireless device, the Personal Communicator Device 10, which contains a HELP button 12, a 
TALK button 1 1. a microphone 16, a speaker 18. and a built in antenna 20. When one of the? 
buttons is pressed, this generates either a Data Alert. Message 22 or opens a Direct Dial Voice 
Line 21 Data may be sent, for example, at 300 MHz and voice at 900 MHz or 2.1 GHz. 
although in subsequent embodiments, both data and voice transmissions may utilize 900 MHz, 
2.1 GHz or other available frequencies. A suitable transmitter circuit is model MCI 3 1 16 and a , 
suitable receiver circuit is model. MCI 3 115. both available from MOTOROLA, INC. (Phoenix, 
Arizona, USA). These circuits are operable in both the 300 MHz band and the 900 MHz band, 
if the TALK button 1 1. or optionally another button (not shown), is pressed, the base unit 9 dials 
an emergency number (e.g. "91 1" in North America) directly and, in some configurations, upon 
termination of the "911" call, an alert notification is sent from the base unit 9 through the calling 
unit 30 to the Information Management Network 50. which then sends an automated message to 
alert the owner or designated individual that an emergency call has boon made. This alert can be 
sent via in an)' desired form, such as voice, data or fax messaging, to any of a variety of receiving 
terminals;, such as a pager, cell telephone, Personal Digital Assistant (PDA), email. Wireless 
Application Protocol (WAP) enabled device, or fax. Alternatively, if the HELP button is pressed, 
a data alarm message 22 is sent to the IMN 50 and is forwarded from there to the customer's 
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choice of receiving devices. 

For an account that does not have central station monitoring, there arc different 

workflows associated with non-critical, critical panic, and fire events. In the event of a non- 
critical alarm, which represents a low battery event. AC Power loss, or other non-critical event, 
the information is sent to the customer's non-critical contact on the specified device, using the 
Notification Engine 23 within the Interactive Messaging Server 18. The results of this 
notification are stored in the Event Log 19 within the Database 16, 

In the event of a critical alarm, the information is sent to the customer's first 

contact using the Notification Engine within the Interacti ve Messaging Server 18. The contact is 
given the option to cancel the alarm event or send the signal to the next contact listed in the 
Customer's Profile 17. 

CALL CENTER. BUTTON 81 

As shown in FIG. 8. the base unit 9 contai.no a CALL CENTER, button 81 Thio button 

may operate as an autodialer to connect the Base Unit 9 to an Interactive Voice Response (IV R) 
system 82 (FIG, 8) through the IMN 50, for the uoor to access customer service and other 
automated services through the network, including modifying his profile in a database. 

FIGS, 9 A 9B show a suitable format for the information provided by a customer or user, 

which is stored in the Information Management Network, All transactions between the base unit 
9 and the IMN 50 will bo logged into a database event log 79 in the IMN, and into a similar log 
in the base unit 9. 
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If the contact chooses to cancel the alarm event, the customer's notification cancel 

code is requested. If the correct alarm notification cancel code is entered, the alarm notification 
event and work flow process are cancelled and the results of the work flow process are stored in 
the Event Log 19. If the incorrect alarm noti fication cancel code is entered, the customer i s 
requested to re-enter the alarm notification cancel code. If an invalid alarm notification cancel 
code is entered a second time, or no alarm cancellation code is entered, the work flow process 
moves to the next contact listed in the Customer's Profile 1.7 and the process is repeated. This 
work flow process will continue through all of the customer contacts unti l the alarm event is 
cancelled using the correct alarm notification cancel code. With each notification, the contact is 
given the information about the alarm event, including the name, address and system zone 
activated, as well as the police phone number to contact in the event of an emergency. During 
the process, the contact is given the option to have the notification sent to the next contact listed 
in the Customer Profile 17: given the option to cancel the notification: or be connected directly to 
the police phone number listed in his Customer Profile 17. In any case when a valid alarm 
notification cancel code is entered, the notification event and the workflow process are cancelled 
and the information is stored in the Event Log 19 within the Database Server 16. 
When an alarm notification is sent, if the line is busy or there is no answer by the first contact 
listed in the Customer Profile 17. the workflow process moves to the next contact listed in the 
Customer's Profile 17 to continue the work flow process. 

INFORMATION MANAGEMENT NETWORK 50 
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The Information Management Network (IMN) 50 io shown in FIGS. 1 & 8, and is the 

combination of a DTMF modem 65, a moooago rondoror 69, an Application Program Interface 
(API) 66. a aeries of oorvoro containing cuotomor information databases 67, a unified moooaging 
platform, an event log, a web interface, and a Private Branch Exchange/Interactive Voice 
Fiooponoo unit 82. In combination with the base unit 9, the calling unit 30, telephone isolation 
o witches 33 and sensors 25 29, the IMN 50 provides an automated notification system capable of 
receiving alert inputs from wireline, wireless, or cable communication networks, and capable of 
delivering an alert message notification to specified points of contact via the wide range of 
commercially available communications media. 

In the same event, if the notification is answered by a voice mail or answering v 

machine, the Notification Engine 18 recognizes that it is not a live person, leaves a message and 
the work flow process moves to the next contact listed in the Customer's Profile 17. If the next 
contact is busy, not answered, answered by a voice mail or answering machine, or answered and 
the correct alarm notification cancel code is not entered, the Notification Engine 18. leaves a 
message where applicable and moves to the next contact listed in the Customer's Profile 17. 
This process continues through all of the contacts listed in the Customer's Profilel7 until the 
correct alarm notification cancel code is entered to cancel the work flow process. 

After the work flow process has attempted contact with all devices listed in the 

Customer's Profile 17. the Notification Engine 23 within the Interactive Messaging server 18 
will try to send the alarm notification to those devices that were busy or where there was no 
answer to attempt to deliver the alarm event notification information. 
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In a wired embodiment of the communications interface, a sensor alert transmission to 

the alarm processor 3 1 results in the calling unit (30a or 30b) converting the alert message to 
DTMF signals 61 A. Those signals are then forwarded to a Local Exchange Carrier (LEC) 62 
which in turn, transmits the data over a Public Switched Telephone Network (PSTN) 61 to the 
IMN 50 via a predetermined phone number into a DTMF Modem 65. An 
acknowlodgomont/nogativo acknowledgement (ACK/NACK) query is exchanged with the calling 
unit 30a or 30b ; indicating that the modem 65 has received the information. This ACK/NACK 
exchange indicates to the base unit 9 that the data have been received, and the base unit 9 stores 
this information in an event log in the alarm processor 32 and illuminates an ALERT 
RECEIVED indicator (not shown) on the Base Unit 9. 

In the event of a fire or panic alarm event, al l of the customer contacts listed in the 

Customer Profile 17 are notified of the event and the results of the notification are stored in the 
Event Log 19 within the Database Server 16. There are no cancellation privileges associated . 
with these events, 

Confirmation that the alarm notification has been successfully transmitted to the 

customer's designated device(s) is housed in the event log and also in the Security or Premises 
Monitoring System. In a preferred embodiment, the IMN allows for a two-way communication 
interface with the base unit. In this way, the present invention allows for remote activation or 
resetting; of the alarm and other devices in the home for security and home automation purposes, 
through the initiation of a phone call or global computer network transmission to the IMN. The 
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1 MN also allows the customer to preprogram alarm and home automation functions to initiate 
specific processes at specified times of the day, 

Tho modem then converts the DTMF analog signals 61 A to digital signals and passes the 

data to an Application Program Interface (API) 66 rooiding on a customer database server 67 
operating according to a standard commercially available database program such ao SQL 
(Structured Query Language), The API 66 evaluates a data stream header field, forming part of 
the received digital signals, and extracts specific alert information such as station ID and type of 
alarm (motion sensor, window sensor, etc.). The API 66 provides this data to other programs 
running on tho SQL customer database server 67, for further processing. 

The customer database server 67 then generates and sends an alarm notification to an 

event notification server 68 which contains pro designated customer contact information. The 
event notification server 68 forwards the data to a message rendcrcr 69, which converts it into the 
format(s) required for respective appropriate event servers 70. These include, but are not limited 
to a phone server, a fax server, a pager server, an e mail server, a coll server, or even a manned - 
moni toring center 71. As shown at tho bottom of FIG. 2, a human security representati ve (not 
shown) in the manned monitoring center 71 will be alerted that customer !_!s location has had a 
s e nsor alort transaction. After succ e ssfully sending th e alerts and notifications, th e IMN 50 
issues a confirming r e port that an al e rt has boon rec e iv e d and passes this information to th e 
database ev e nt log 79 for retention as transaction history. The s e rv e r/databas e 67, e v e nt log 79 
and tho alarm processor 32 will maintain a r e cord of confirmation that th e al e rt m e ssag e s w e re in 
fact receiv e d. Tho customer databas e s e rver 67 will pass notification of any m e ssag e transaction 
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to a customer access databaoo 78, 

The Information Management Network 2 can be programmed to forward certain 

alarm event transmissions directly to the central station monitoring facility 8 while other event 
transmissions are sent to the central station monitoring facility 8 only after the first second, third 
or fourth transmission to the contacts listed in the Customer Profile 17, 

Referring to Figure 3 again, the account information in the Customer Profile 17 

within the Information Management Network 2 can be populated by the customer or other 
authorized individual via a secure web interface on the Web Server 20 or via a secure telephone 
interface using the Telephony Server 11, To access their Customer Profile 17. customers are 
required to provide their personal user name and a unique personal pass code. Through these , 
interfaces, authorized individuals can customize their personal account information to add, delete 
or modify their pre-designated contacts and designate the order of alarm event information 
transmissions to their contacts, modify their home address, phone number, police contact 
number, and billing information. Any change made to data within the Customer Profile 17 is 
automatically sent via PSTN or Internet interface to the central station monitoring facility 8 to 
update the customer's account information on a real time basis. This transfer of information 
applies only to those customers subscribing to central station monitoring services, which services 
serve as a complement to the alarm notification call flow process made by the Information 
Management Network 2. 

Ao shown in the right half of FIG, 8. the customer access databaoo 78 can bo accessed via 
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tho global computer network 91 with a Web interface through a protective firewall 75 and 
ETHERNETS connection 76 or via standard telephone lines through a PBX/IVR 82 interface. 
Acc e ss to th e custom e r access database 7 8 facilitat e s input and modification of us e r notification 
profil e information and r e tri e val of sensor alert records to d e t e rmin e alarm activation and test 
history. Any input or modification to us e r notification profile records will b e initiat e d in th e 
custom e r acc e ss databas e 7 8 , which in turn, will forward r e l e vant profil e information to th e 
custom e r databas e s e rv e r 67 for e vent retrieval. This functionality inhibits unauthoriz e d 
el e ctronic acc e ss to th e custom e r databas e and s e rv e r 67. Th e us e of a P e rsonal Id e ntification 
Numb e r (PIN) validation qu e ry (not shown) provid e s th e us e r with s e cur e and p e rsonal acc e ss to 
his database information. As pr e viously not e d, suitable security protocols ar e w e ll known and are 
availabl e from v e ndors such as VERISIGN, ENTRUST, and Baltimor e T e chnologi e s. 

MANNED MONITORING CENTER 71 

Optionally, as shown in FIGS. 1 & 8 , th e user can elect for th e IMN 50 to notify tho 

Mann e d Monitoring C e nter 71 (MMC) of th e alarm. The operator at the MMC 71 will th e n call 
th e unit location and sp e ak with tho custom e r or list e n through the bas e unit 9 or PCD 10 
microphon e for abnormal sounds in the customer Ds r e sid e nc e , in ord e r to v e rify th e alarm. If th e 
alarm is d e t e rmin e d to b e valid, th e MMC 71 notifi e s th e appropriat e public safety officials (fire, 
polic e , campus or nursing hom e s e curity). 
MODE OF OPERATION MAJOR EVENTS/SCENARIOS: 

Syst e m operation is organiz e d around s e v e ral □ e v e nts □ or syst e m op e rational sc e narios, 
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as described bolovv: 
ALERT EVENT 

A flow diagram of an alort event sequence is dopictod in FIG, 2. An alort ovont is 

initiated when a sensor io activated at step 101 or a distress button io pressed, such ao HELP 
button 12 on tho Personal Communicator Dovico 10 (FIG. 5). Tho signal from ono of these 
peripheral dovicoo passes, in the form of an IIF signal, to tho alarm processor 32 (see FIG, 5, loft 
and FIG. 10. left). Tho alarm processor 32 correctly docod.es and validates tho alarm signal at 
stop 103 (FIG. 6). If the signal denotes a security sensor activation, and tho system is in the 
ALERT ARMED mode, an. audible siren (not shown) is sounded within tho base unit 9 and 
remotely, if an optional remote siren (not shown) is installed. If the system is in the UNARMED 
or CI II ML ONLY mode, the alarm processor 32 takes no action or rings tho chime, respectively. 
If tho event is initiated by a smoke sensor 25 (FIG. 1), tho internal, siren (not shown) will sound, 
regardless of armed or disarmed status. 

In tho ovont of activation of a security sensor 27 (FIG. 1) while tho system is armed or 

activation of a smoke sensor 25, the alarm processor 32 assembles an alarm message at step 101, 
sends it to the calling unit 30 and waits a brief period of time for alarm cancellation. If tho alarm 
is not cancelled within tho prescribed period, the baoo unit 9 seizes the line and. sends a signal 
(preferably 300 MHz) to tho telephone isolation switches 33, as shown in FIG. 7. directing tho 
switches to isolate all telephone jacks. 

According to an alternate scenario (FIG, 8. top loft), the base unit 9 initiates a wireless 

data call through a wireless transmitter using Personal Communications Services (PCS), cellular 
or long range radio protocols 6 IB. Tho base unit 9 dials an access number of the IMN 50. In any 
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event thio alarm message includes tho unit ID, unit tolophono number, alarm typo, zo.no, whether 
it io a toot, and tho IMN 50 access number to bo dialed. The calling unit 30 receives tho alort 
information from the alarm processor 32 via a wired or wireless interface and validated it in stop 

In tho embodiment comprising a separate calling unit 30b, the signal io transported 

wirolossly via RF between tho alarm processor 32 and tho calling unit 30b. Tho calling unit 30b 
then stores tho message in otep 105 and waits a brief period of time for alarm cancellation. 
Cancellation is accomplished if an authorized uoer entoro a correct code 1 1.2 (FIG, 2. top right) 
via the keypad on the base unit 9 or a remote keypad unit (not shown), and the entry is logged at 
stop 113. If the alarm is not cancelled within the prescribed period, of time, tho calling unit 3 0 
seizes the telephone line at step 106 and sends a signal to the telephone isolation switches 33 to 
isolate all premises telephone jacks. 

According to another alternate scenario, the calling unit 30 initiates a wireless data call 

through a wireless transmitter using PCS, cellular or Long Range Radio (6 IB) protocols. The 
calling unit 30 dials the access number for the IMN 50. When a connection is established with 
tho LMN 50 via the modem 65, tho alert event message data is passed to the API 66 for 
conversion and transfer into the event notification server 68, as shown in FIG. 8. The calling unit 
30 stays connected, awaiting an acknowledgment (ACK/NAK) verification message from the 
IMN 50 that the alarm message has boon received, authenticated and validated. This is indicated 
by the leftward pointing arrow from modem 65 in FIG. 8. In stop 107, tho calling unit 30 then 
initiates a log entry in the alarm processor (32) and, in otep 108, releases control of the phono 
lino. Then, in stop 1.09, the IMN 50 sends alerts as previously instructed by the owner of tho base 



-49- 



If the customer chooses to subscribe for the services of a manned monitoring contor 

(MMC) 71, the IMN 50 dirocto an alort notification message to the M.MC 71. Then, in otop 1 10 
(FIG. 2), tho MMC 7.1 will attempt to oond alort moooagoo to verify the alo.it condition via a 
direct telephone call to tho baoo unit 9. Following standard monitoring contor protocols, a 
verified alert event notification will result in a call to public safety officials such as fire, police 
and/or emergency medical technicians (step 1 1 1). 

To end the event a password protected re sot can be accomplished through tho base unit 

9 or remotely via tho PSTN line (stop 112). and is logged in the alarm processor for display on 
the base unit (step 1 13). Alert siren termination is accomplished via the password rooot or via a 
pre selected time out function (ex. 5, 10. 15 minutes). 
RESET, INQUIRY OR PJZCONFIGURATION EVENT (FRONT PANEL) 

FIG. 3 presents the flow of information in a reset, inquiry or reconfiguration event. A 

reset, inquiry, or reconfiguration event occurs when tho alarm processor 32 configuration or 
operational status is changed, or the alarm processor 32 is asked to provide alarm, or 
configuration information to an authorized user who has the correct password or to the IMN 50. 
The two way information flow capability of tho desired invention is accomplished by tho 
telephone processor 3 1 passing DTMF control and inquiry signals to the alarm processor 32. In 
a reset or re configuration event tho user generates keypad input signals to enter or change a 
password, reset the unit turn the unit on or off delete or add zones and Sensors, change alarm 
options or thresholds. Alarm processor directed synthesized voice prompts guide tho user 
through tho available change/inquiry options. Alternatively, the user can call the IMN 50 using a 
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PBX/IVPu or access tho IMN 50 via tho global computer network to accomplish reset, 

reconfiguration, and othor control options (1 15). 

PERSONAL COMMUNICATOR DEVICE 10 ALARM EVENT 

Tho Poroonal Communicator Device 10 contains throo or more special function buttons 

which facilitate tho following communication transactions: 
911 Emergency Exchange Call 

Programmed Speed Dial to contact desired phone numbers (i.e., doctor, 

family, friend) 

Personal Distress Alert Notification 

FIG. 5 shows the interface between the personal communicator device 10 and the base 

unit 9. Programmed Speed Dial calls and 91 1 Emergency Exchange calls arc accomplished by 
the telephone processor 3 1 in a manner consistent with a normal base unit 9 telephone call. 

As shown in FIG. 6, activation of a "91 1" emergency exchange call initiates an alert 

message to the IMN 50 for notification to the designated points of contact advising that a 9 .1 1 
emergency exchange call has been placed from the base unit 9. The third typo of alarm, the 
Personal Distress Alert, is processed by the alarm, processor 32 as a sensor alert signal to tho 
IMN 50. Notification procedures for this type of sensor alert message are depicted in FIG. 2. 
Specific contact and response actions are defined by the instructions which the user has 
programmed into his personal database profile. If the user has subscribed to the manned 
monitoring center 71 option, tho IMN 50 will forward an alert message to the MMC 71 for 
verification and assistance. 

It will be apparent to those active in the security and medical monitoring fields that 
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* # 

various* changes and modificationo aro possible within tho scope of the? inventive concept. In 
particular, features of one embodiment could bo combined with features of another embodiment. 
Therefore, tho invention io not limited to tho specific embodiments oh own and described, but 
rather is defined by the following claims. 
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